Code Samples: (I hope these can be hosted at JDJ’s site.)
Encryption Setup and Example

In Java, encryption is provided by the Java Cryptography Extension ( JCE ) package.  The JCE comes with a default provider called SunJCE.  This provider supports a number of algorithms including:  DES, DESede (Triple DES), Blowfish, etc.

Before you can run any examples you will need to step up JCE.  Here are the steps:

1. Install the JCE jar in <JRE_HOME>/lib/ext folder.

2. Add the following line to java.security file located in <JRE_HOME>/lib/security folder. Look at the security.provider section:

security.provider.n=com.sun.crypto.provider.SunJCE  

//The n represents the next number in your sequence.

If you do not want to set the provider statically you can dynamically set the provider in your code with the following:

Provider sunJce = new com.sun.crypto.provider.SunJCE();

Security.addProvider(sunJce);

The easiest way to understand JCE is with an example:

import java.security.*;

import javax.crypto.*;

import org.apache.catalina.util.*;

public class CryptoExample {

public static void main(String[] args) {

   //Register the provider dynamically

   //Provider sunJce = new com.sun.crypto.provider.SunJCE();

   //Security.addProvider(sunJce);

   //Here we create a sysmetric key.  In your application you will need to read a serialized key from     

   //a file that is shared among the login and member servers.

   SecretKey desKey = null;

   try {

      //KeyGenerator is used to create symmetric keys

      //KeyPairGenerator is used to create asymmetric keys

      KeyGenerator keygen = KeyGenerator.getInstance("algorithm");

      desKey = keygen.generateKey();

   } catch (NoSuchAlgorithmException nsae) {

      System.out.println("Error creating SecretKey " + nsae);

   }

   try {

      // Create the cipher 

      Cipher desCipher = Cipher.getInstance("algorithm/mode/padding");

      // Initialize the cipher for encryption             

      desCipher.init(Cipher.ENCRYPT_MODE, desKey);

      // Our cleartext

      String orig = "Here is some text.";

      byte[] cleartext = orig.getBytes();

      // Encrypt the cleartext

      byte[] ciphertext = desCipher.doFinal(cleartext);

      //You have to do this because cipher text gererated from the

      // encryption algorithms cannot be properly URL encoded and URL decoded.

      // By converting the cipher text to hex you do NOT have to URL encode

      // the cipher text. HexUtils is a program that converts byte[ ] to hex Strings and 

      // hex Strings to byte[ ].  It is part of TomCat.  Thanks Craig McClanahan!

      String hexString = HexUtils.convert(ciphertext);

      //Pretend we have transferred the hex ciphertext to the member server

      // Convert hex to raw cipher text

      byte[] raw = HexUtils.convert(hexString);

      // Initialize a cipher for decryption

      desCipher.init(Cipher.DECRYPT_MODE, desKey);

      // Decrypt the cipher text

      byte[] cleartext1 = desCipher.doFinal(raw);

      String s = new String (cleartext1);

   } catch (NoSuchAlgorithmException nsae) {

      System.out.println("Cipher " + nsae);

   } catch (InvalidKeyException ike) {

      System.out.println("Cipher " + ike);

   } catch (IllegalBlockSizeException ibse) {

      System.out.println("Cipher " + ibse);

   } catch (NoSuchPaddingException nspe) {

      System.out.println("Cipher " + nspe);

   } catch (BadPaddingException bpe) {

      System.out.println("Cipher " + bpe);

   } 

}

}

